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Lack of any IoT-specific DNS regulations/standards. 
But we has issues.

DNS guidelines for IoT 2
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Lack of source port randomization in queries.

We found major issues in the DNS for IoT!! (1) 3
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Lack of transaction id randomization.

We found major issues in the DNS for IoT!! (2) 4
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Query Distribution per transaction id shows distinct behaviour.

We found major issues in the DNS for IoT!! (3) 5
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Majorly repeated queries.

We found major issues in the DNS for IoT!! (4) 6
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Amplified (10 fold!, on average) queries or resolution failure.

We found major issues in the DNS for IoT!! (5) 7
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Highly fingerprintable just using query length. Needs padding with DoH.

We found major issues in the DNS for IoT!! (6) 8
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Significant ICMP pings preceding queries, without much follow up traffic!

We found major issues in the DNS for IoT!! (7) 9
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Low (<30 %) IPv6 usage

We found major issues in the DNS for IoT!! (8) 10



BAR GRAPH INFO 1 BAR GRAPH INFO 1 BAR GRAPH INFO 1 BAR GRAPH INFO 1

80

70

60

50

40

30

20

10

No support for DoH. Presence of fallback addresses.

We found major issues in the DNS for IoT!! (9) 11
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TTLs have a wide range, but query rate is not abiding and is high.

We found major issues in the DNS for IoT!! (10) 12
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Lack of EDNS(0) option and presence of large MDNS traffic.

We found major issues in the DNS for IoT!! (11) 13
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Towards DNS Guidelines for IoT 14

● We found a bunch of issues through active tests too!

● Convert issues into guidelines

● Standards - starting a draft for IETF (Any suggestions for WGs?)

● Please reach out to me: abhishek.mishra@inria.fr
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Thank You!

Questions?

15


