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SPF, DKIM and DMARC in a nutshell

DMARC (RFC 7489)

E-mail “From” header’s consistency with the
fields checked by SPF and DKIM; reports
(statistics, errors...)

SPF (RFC 7208) DKIM (RFC 6376)

Is the e-mail coming from an Digital signing of e-mail headers
authorized server? and body

Internet Message Format (RFC 5322)

SMTP - Simple Message Transfer Protocol (RFC 5321)




How are SPF, DKIM and DMARC doing within .fr?
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A closer look at DMARC “p=" terms

Proportion of DMARC policies according to "p" term
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DMARC “p=" terms hardly change
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Overly permissive SPF policies

"v=spfl ipl:203.0.113.0/16 +all"

"v=spfl mx a include:mailgun.org include:_mailcust.gandi.net ipi4:192.0.2.96
ip4:198.51.100.0/2 ?all”

"v=spfl ipu4:198.54.100.90/0 ip6:::/0@ ?all"”



Publishing more than one SPF policy

In one case, a domain publishes ten SPF policies::

"v=spfl include:squarespace-mail.com -all"
"v=spfl include:spf.protection.outlook.com -all"
"v=spfl mx —-all"

"v=spfl a:mail-qkl-f172.google.com -all"

"v=spfl include:spf.[domain].fr -all"

"v=spfl include:[domain].fr -all"

"v=spfl squarespace-mail.com -all"

"v=spfl a:[domain].fr —-all"

"v=spfl a -all"

"v=spfl include:_spf.google.com ~all"



Where did the SPF record go?

$ dig +short TXT firstspirit.fr

"google-site-verification=zN8Enp3tkxLCTSRrHt9xYJtePDp60Zagnp9cWmoEShM"
"google-site-verification=RrVtgOLiPo2pTgFV5UpGTmcKhmDDK_WHiGoFhDTZgVY"
"google-site-verification=a-9-N60ggk5gB4Q69mUCSu3jVp3t1lzUvpIFS9IDVw-E"
"google-site-verification=FPwK2qgXBw3g7r5Jp3jYgytImswI2_gvsmflbqGlUFI"
"google-site-verification=U21-VPs3t1lEs7D592d7bnéyIitaKnCw_i9nrb34_WOE"
"google-site-verification=4hSkJS18boqwDa51K01Cqp_nqgQedvttplQljLBCwHg"
"google-site-verification=s10Uuac5KCvLcfZVXMBhHgFW8tCroiCqdOhVtXQPn38I"
"google-site-verification=3_pU5s95E1T9QAugP71rydxY9nY8jSORnFd1QrZyZbg"
"google-site-verification=VVh_UoUY4tAmOMgl-oKubayxAlljnAX_IbiHRSbz8kM"
"google-site-verification=PcM7CNx2z9xdqYX9MBULrT33FyCmfnEmNFe6XM2Xs10"
"google-site-verification=HFamgnLISpsv8xyeFpkCRuslyQX9I4SCM16M7WzDTRE"
"google-site-verification=EP9tEUcJgmJ4VheV_OAf340dJOgAZPA-MSK8Yck2bTQ"
"google-site-verification=mjyshVuuH7oE4mdt00ZKYzyV8NtsuytDHOFn-HIVza88"
"google-site-verification=kYm5cggnWfPboFQjOf96Cw5XOFAUWVI2RM9ZauWOLig"
"google-site-verification=ngacNsklXrfrVp29oebrYaY7awJ7rsvRytdCUUBQleI"
"google-site-verification=WfbE93ZpSX5-qIpztGc98qBAKkPz1nPCTx0JykFyQgKQ"
"google-site-verification=L_TUKOGZ_E13vWRxjd49juBEiKeaIuXOhhFAMW1lAOU"
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$ dig +short TXT firstspirit.fr

"google-site-verification=zN8Enp3tkxLCTSRrHtIxYJtePDp60ZagnpIcimoE8hM"
"google-: slte verlflcatlon RrVtgOLiPo2pTgFV5UpGTmckhmDDK_WHiGoFhDTZgVY"
9-N60ggK5gBUQ69IMUCSU3jVp3t1zUvpIFSOIDVW-E"
WK2qgXBw3g7r5Jp3jYgytImswI2_gvsmflbqGlUFI"
1-VPs3t1Es7D592d7bn6yIitakKnCw_i9nrb34_WOE"
SkJS18boqwDa51K01Cqp_nqgQelvttplQLjLBCWHg"
OUuac5KCvLcfZVXMBhHgFW8tCroiCqdOhVtXQPn8I"
PU5S95E1TIQAUgP71rydxY9nY8jSORNFd1QrZyZbg"
'h_UoUYUtAmOMq1-oKubayxA1ljnAX_IbiHRSbz8KM"
M7CNx229xdqYX9MBULrT33FyCmfnEmNFe6XM2Xs10"
FamqnLISpszxyeFkaRuslyQXQIUSCM16M7W2DTRE"

yshVuuH7uEUmUtOOZszyVBNtsUtDHUFn HIVza88"
(Ym5cggnufPboFQjef96CwSXOFAUNVI2RMOZauWoLig"
acNsk1XrfrVp29oebrYaY7awJ7rsvRytdCUUBQLleI"

ZpSX5-qIpzt 1nPCTx0JyKFyQgKQ"
TUKOGZ_E13vWRxjd49juBEiKeaIuX0hhFAMW1LAGU"
"google-site-verification=1KcM-NvM9jpYdwEvnCyCE86qjZHEeh jWWw7xM2BRrqE"
google-site-verificatio q5f-Tux3bTZDWkJtyxhMue5w_Xd3nPsnWKGFRb3qY"
"google-site-verification=iDOteCcCOn@UTah8cisebiHAMpP9688_HirBKU9LD8eg"
"google-site-verification=BUPemZUe2CMm-xXdSEGIL4qWsCLU3mgIuHxX~jlhedbY"
"google-site-verificatio 'S_OmlQrdhAqwmZZRT5XVOPQPYICQq8cZ-X7BzzyJU"
"google-site-verification=tcxh00cSZs9I4QalCoNBSR8Pz2QbJyII_3aqKCnlKUY"

"v=spfl a mx ip4:212. 29 33.128/29 ip4:212.29.44.128/27 ip4:85.22.92.224/27 ip6:2a03:f580:1001::1 ip6:2a03:f580:1001:200::2 include:

11dGbDC51TniOpYHNnssTMyUFer6vw—nDgOU16FKYY"
rxF_SUgXbzRnMidw@gasZgpmLXxXwxw7fduBMNXgg"

LVTP2TpS3MH_WXEoq-gYceqq TMFWDABVBKVEjGCIM"
0Y082mqueUph7N6rm2PnasSSUEthchTWXZWqﬂhI”

MqaQqjOTQ30PJOCDAYLHKNtZTT26nBXHZoE12eFwc"
0pj1AC1-WLUMO7TRAUR1IUZFDhmYNnS1LhxzGVGBEYI"

X-a8NmXoTVnn-zCgu8T-wAvzifDn-KKtT5jQ0BUy60"
LynbSQZnL jMBzK7QGrwST7HWXNAbktAhO—-QrYdMTE"
09L8MU6NnGZzcaB8OIP_Se90eCAERWAKXbHg3Ut2Yu3AM"
PYGSIKdUXBWXj1Pcd10Lr-LzAZ2YPANPcyy1SJObQQ"
SRU1GJiqyKqecIVDIL7IILdbVBgs9ou_9quwttXw"
jaUKI8b_w7N4AS8DGaifuQgjXrL—OWYQKCFALWrKw"
0_rk2ILwuLS1vHVK1TNaEQ1I_RKdzmxM9uatsuy6k"
bkRjU9DUP7NARAQiO3HTZFFp56tUwBmcSAFPFV2EL"
XDs4cVItRFgG3tLEUFMKZz3U9fJ1fsfurH-M1wFdzI"
9706y01iL RXWSRWsGtFUe6T89twchxrGrPrXquwdo"
0gwlc3E3KKdmyS-YXoGnPKPWpczS7keJShBrBwDhI"
9RgCbz0oQ8xh5VIM2wKDaVSTOitMNovdMu_-NAgyLM"
OF iaDBFaEIin7dXLZBvWmDSIqwV1VxYdb2yPDbZrw"
kKkQQ-DVmMIjU4UWEOWTR1FmIL7FzjXnnV-03nmbArYE"
CWbzX1hm7cGOKa-hjPPFOhUDXAQL5q_5N7LyQ2TjbM"
Jil-V721Mqp8uh9c-gEdT8WK8wxbFciFBFOUFUI2U"
UdotXDtFQsmOVAS6pNZ7Mutnh1NcuvvCYwVGP; jQI"
8dOWDMF LadwWiCnWuwzZ TLKA1Gsbw—-glokymT5N15U"
"google-site-verification=9MHK08G23fVbSobnOyGDKYYITv6vr7uxQsweMileTQE"
"google-site-verificatio NF7iCIK8WLAmMAKfV2LOjBEWqMKrGss3QY0of1jqyu"
"google-site-verification=zoMfImaCIutyC8whOUU99aXYt6yHpLTKHMaRX21qVou"
"google-site-verification=hred_n_k7KCcyzvTVA3Y9iHQGP70D_EHVMn8h1Zsu3g"
"google-site-verificatio qjSWCxdutnwI3TmEVhH_pE-Yf6Y1IOAUUh-wJBjBU"
"google-site-verification=Cd1EjNRpqY94E5b6hGXWdr3bn_zttmYyDY-ksouhFDO"
"google-site-verification=tv3xmOnw0BUJq3c6qGXGmrx-EfbdowphsedGi3GvFmI"
"google-site-verificatio DV7j7TwFYSmIOVvb789CAyoHkvO-tU8eqau3AB_jST4"
"google-site-verificatio Xg3wbshSNO8gizTEyiboio3CijovEtLaCOyPswlPk"
"google-site-verification=0pc9BNKsreXypo®pJzARKixUgemkvzdUT37KLdn8mxg"
"google-site-verificatio 'tH1HsTgQMqfdDERFVFTQAbguOyQosDEGIr86+XL_U"
"google-site-verification=S00q6XSVYiNveuGpbJJfxafbGKbaiup2ddforxUoapud"
"google-site-verification=bBFeZtdEI1cUNR_tQQb5E06ysjjheusooqTiM1FWnku"
"google-site-verification=vC5XeM1SxfhmaRpoladEzKuxgoWiuVBPqwbu2qbZ7PQ"
"google-site-verificatio oNonAubnsHcL-L8DUVOSJIOn6974ggSorltgXUoaNk™
”google site verification Dk3U-euHJ38fyhw-YgbG_-inoouyVf3rGgsNalLMNpd"
OHMX8VN61d10gkHRf3UovibAJR11xH5-KB-WeP1U1K"
CTEY8ujpgjcx8urin5ta6BtKfB2zBVhMldxaa0Jgc"
INTA9YcIStfhFuhwNsRcIBsRnkpmLPBRio3mIj—fx8"
7-r5LKqIyj3z2msZ6iUdFLidV1PYBg6uzt-uxnb-50"
1AnRGXNLUsWgrpHgU8eE9aj_TKKEGL8JUSNJt1rIE"
-apPdjMNIrNP_0119Imj8ZimL7DBR88BAFpjFPG3tLIU"
nVgoaipYEzb2SmBFbwZrmWPtH6VTu7taPJWrnF8ge"
Fa5kZdvbTP50rDP5WCNQ8yvbiTCCdb83lwZoGsrtc"
1b96QTHb5vcqu2SfUDcLUo7mMEhueEaCYNcgU8VXE"
9wf38P1U_OIDCOi8RFGU7zwuzSoER3cBb2DUB_808"
10ilLrpytnMfcu7c5loa7uadrwH—3LMWsU2sFEM"
P-9eGt9fyv3x0j3ZKooNxb_3EYFihF87kiKNRLXaU"
_AfDm2eureUpXZJIn3MeoPC6GO8pMTFzCZ277MsDcl"
i2PVAzPY-hxeb4HUWWEG31tIIV8YVGuImOdRqLlYLt8"
cp—rAblFuiXfCF664ptPH5cTccI9sAp3wdNciQIlamA”

ThnjycjdSo6IPWc2FYSIMrEAa8JZ5drdKBNUELY00"
L5Y-hKFOTeyRdUF1xL-58txSAjb2Ua8kgJIXo349Ds"
"google-site-verification=pxT9ZOGMOFhIG37wxQABwW8varHo5a8JGMNn9xnIgM5c"
"google-site-verificatio eqIMUbtIXi0aelz3fO0HzVk1v7C-PnKYVodf4oMQN8"
"google-site-verification=CnjxQuI7roKdQK2M-p2TPHLSZXTN_v1L9CX6hMjgFpk"

_spf.google.com -all"

There it is!



$ dig +short TXT firstspirit.fr

"google-site-verification=zN8Enp3tkxLCTSRrHtIxYJtePDp60ZagnpIcimoE8hM"
"google-: slte verlflcatlon— rVtgOLiPo2pTgFV5UpGTmckhmDDK_WHiGoFhDTZgvY"
9-N60ggK5gBUQ69IMUCSU3jVp3t1zUvpIFSOIDVW-E"
WK2qgXBw3g7r5Jp3jYgytImswI2_gvsmflbqGlUFI"
1-VPs3t1Es7D592d7bn6yIitakKnCw_i9nrb34_WOE"
SkJS18boqwDa51K01Cqp_nqgQelvttplQLjLBCWHg"
OUuac5KCvLcfZVXMBhHgFW8tCroiCqdOhVtXQPn8I"
PU5S95E1TIQAUgP71rydxY9nY8jSORNFd1QrZyZbg"
'h_UoUYUtAmOMq1-oKubayxA1ljnAX_IbiHRSbz8KM"
M7CNx229xdqYX9MBULrT33FyCmfnEmNFe6XM2Xs10"
FamqnLISpszxyeFkaRuslyQXQIUSCM16M7WZDTRE"

yshVuuH7uEUmUtOOZszyVBNtsUtDHDFn HIVza88"
(Ym5cggnufPboFQjef96CwSXOFAUNVI2RMOZauWoLig"
acNsk1XrfrVp29oebrYaY7awJ7rsvRytdCUUBQLleI"
ZpSX5-qIpztGe98q 1nPCTx0JyKFyQgKQ"
TUKOGZ_E13vWRx jdU9juBEiKeaIuX0hhFAMW1lAGU"
"google-site-verification=1KcM-NvM9jpYdwEvnCyCE86qjZHEeh jWWw7xM2BRrqE"
google-site-verificatio q5f-Tux3bTZDWkJtyxhMue5w_Xd3nPsnWKGFRb3qY"
"google-site-verification=iDOteCcCOn@UTah8cisebiHAMpP9688_HirBKU9LD8eg"
"google-site-verification=BUPemZUe2CMm-xXdSEGIL4qWsCLU3mgIuHxX~jlhedbY"
"google-site-verificatio 'S_OmlQrdhAqwmZZRT5XVOPQPYICQq8cZ-X7BzzyJU"
"google-site-verification=tcxh00cSZs9I4QalCoNBSR8Pz2QbJyII_3aqKCnlKUY" . .
"v=spfl a mx ipt:212.29.33.128/29 ipd:212.29.44.128/27 ip4:85.22.92.224/27 ip6:2a03:f580:1001::1 ip6:2a03:f580:1001:200::2 include:_spf.google.com -all" < Th ere I‘I‘ IS I
11dGbDC51TniOpYHNnssTMyUFer6vw—nDgOU16FKYY" O
rxF_SUgXbzRnMidwOgasZgpmLXxXwxw7FduBMNXgg"

LVTP2TpS3MH_WXEoq-gYceqq TMFWDABVBKVEjGCIM"
0V082mqueUph7N6rm2PnasSSMEthchTWXZWqﬂhI”

MqaQqjOTQ30PJOCDAYLHKNtZTT26nBXHZoE12eFwc"
0pj1AC1-WLUMO7TRAUR1IUZFDhmYNnS1LhxzGVGBEYI"

X-a8NmXoTVnn-zCgu8T-wAvzifDn-KKtT5jQ0BUy60"

LynbSQZnL jMBzK7QGrwST7HWXNAbktAhO—-QrYdMTE"

09L8MU6NnGZzcaB8OIP_Se90eCAERWAKXbHg3Ut2Yu3AM"

PYGSIKdUXBWXj1Pcd10Lr-LzAZ2YPANPcyy1SJObQQ"

SRU1GJiqyKqecIVDIL7IILdbVBgs9ou_9quwttXw"

jaUKI8b_w7N4AS8DGaifuQgjXrL—OWYQKCFALWrKw"

0_rk2ILwuLS1vHVK1TNaEQ1I_RKdzmxM9uatsuy6k"

bkRjU9DUP7NARAQiO3HTZFFp56tUwBmcSAFPFV2EL"

XDs4cVItRFgG3tLEUFMKZz3U9fJ1fsfurH-M1wFdzI"

9706y01iL RXWSRWsGtFUe6T89twchxrGrPrXquwdo"

0gwlc3E3KKdmyS-YXoGnPKPWpczS7keJShBrBwDhI"

9RgCbz0oQ8xh5VIM2wKDaVSTOitMNovdMu_-NAgyLM"

OF iaDBFaEIin7dXLZBvWmDSIqwV1VxYdb2yPDbZrw"

kKkQQ-DVmMIjU4UWEOWTR1FmIL7FzjXnnV-03nmbArYE"

CWbzX1hm7cGOKa-hjPPFOhUDXAQL5q_5N7LyQ2TjbM"

Jil-V721Mqp8uh9c-gEdT8WK8wxbFciFBFOUFUI2U"

UdotXDtFQsmOVAS6pNZ7Mulnh1NcuvvCYwVGP] jQI"

8dOWDMF LadwWiCnWuwzZ TLKA1Gsbw—-glokymT5N15U"

"google-site-verification=9MHK08G23fVbSobnOyGDKYYITv6vr7uxQsweMileTQE"

"google-site-verificatio NF7iCIK8WLAmMAKfV2LOjBEWqMKrGss3QY0of1jqyu"

"google-site-verification=zoMfImaCIutyC8whOUU99aXYt6yHpLTKHMaRX21qVou"

"google-site-verification=hred_n_k7KCcyzvTVA3Y9iHQGP70D_EHVMn8h1Zsu3g"

"google-site-verificatio qjSWCxdutnwI3TmEVhH_pE-Yf6Y1IOAUUh-wJBjBU"

"google-site-verification=Cd1EjNRpqY9UESbEhGXWdr3bn_zttmYyDY—-ksouhFDE" L) hd .
Fooqle-site-veriicat ion-tuxHOmaBIqacoaOXGmX-EFbloNphEedG1 o0 AT And that's w these records shou OlNn asu omain
"google-site-verificatio DV7j7TwFYSmIOVvb789CAyoHkvO-tU8eqau3AB_jST4" Y4
"google-site-verificatio Xg3wbshSNO8gizTEyiboio3CijovEtLaCOyPswlPk"

"google-site-verification=0pc9BNKsreXypo®pJzARKixUgemkvzdUT37KLdn8mxg"

L
"google-site-verification=XQtH1HsTgQMqfdDERFVFTQAbgUOYQoSDEGIr86£XL_U" —
00q6XSVYiNveuGpbJJfxafbGKbaiup2ddforxUapu" . . a ‘ a e n g e ° m y 0 m a I n ° e X am p e .
—

"google-site-verificatio
"google-site-verification=bBFeZtdEI1cUNR_tQQb5E06ysjjheusooqTiM1FWnku"

"google-site-verification=vC5XeM1SxfhmaRpoladEzKuxgoWiuVBPqwbu2qbZ7PQ"

"google-site-verificatio oNonAubnsHcL-L8DUVOSJIOn6974ggSorltgXUoaNk™

”google site verification Dk3U-euHJ38fyhw-YgbG_-inoouyVf3rGgsNalLMNpd"

OHMX8VN61d10gkHRf3UovibAJR11xH5-KB-WeP1U1K"

CTEY8ujpgjcx8urin5ta6BtKfB2zBVhMldxaa0Jgc"

INTA9YcIStfhFuhwNsRcIBsRnkpmLPBRio3mIj—fx8"

7-r5LKqIyj3z2msZ6iUdFLidV1PYBg6uzt-uxnb-50"

1ANRGXNLUSWgrpHgUSeE9aj_TKKEGLBIUSNIt1rIE" o o o geo o o
-apPdjMNIrNP_0119Imj8ZimL7DBR88BAFpjFPG3tLIU"

ramr-iemm-ansop-aomain-vermicarion-recnniques-
Fa5kZdvbTP50rDP5WCNQ8yvbiTCCdb83lwZoGsrtc"

1b96QTHb5vcqu2SfUDcLUo7mMEhueEaCYNcgU8VXE"

9wF38P1U_OIDCOi8RFGU7zWuzSOER3cBb2DUB_868"

. . ° .
10ilLrpytnMfcu7c5loa7uadrwH—3LMWsU2sFEM"
P-9eGt9fyv3x0j3ZKooNxb_3EYFihF87kiKNRLXaU" | I I U I
_AfDm2eureUpXZJIn3MeoPC6GO8pMTFzCZ277MsDcl"

i2PVAzPY-hxeb4HUWWEG31tIIV8YVGuImOdRqLlYLt8"
cp—rAblFuiXfCF664ptPH5cTccI9sAp3wdNciQIlamA”

ThnjycjdSo6IPWc2FYSIMrEAa8JZ5drdKBNUELY00"
L5Y-hKFOTeyRdUF1xL-58txSAjb2Ua8kgJIXo349Ds"
"google-site-verification=pxT9ZOGMOFhIG37wxQABwW8varHo5a8JGMNn9xnIgM5c"
"google-site-verificatio eqIMUbtIXi0aelz3fO0HzVk1v7C-PnKYVodf4oMQN8"
"google-site-verification=CnjxQuI7roKdQK2M-p2TPHLSZXTN_v1L9CX6hMjgFpk" 10




DMARC configurations en francais dans le texte

Ces politiques ne sont pas enregistrées sous forme de phrases lisibles par
I'homme, mais plutdt sous forme de commandes lisibles par la machine afin

gue les services de messagerie puissent les interpréter automatiquement.
Cette politique DMARC ressemblerait en fait a ceci :

v=DMARC1 ;(p=quarantaine); adkim=s ; aspf=s
Qu'est-ce que cela signifie ?

« v=DMARC1 indigue que cet enregistrement TXT contient une politique
DMARC et doit étre interprété comme tel par les serveurs de

messagerie.

ucun;adkim=r;aspffr;pctzlggiigzq;
mailto:dmarc@maillnblue.com. ,

V=DMARC1;p=aucun;sp=a
—afrfri=86U00; rua=h
iﬁfimailto:dmarc@malllnblue.com!l@m




Fortunately, there tutorials do get fixed

Ces politiques ne sont pas enregistrées sous forme de phrases lisibles par
I'homme, mais plutdt sous forme de commandes lisibles par la machine afin
gue les services de messagerie puissent les interpréter automatiquement.
Cette politique DMARC ressemblerait en fait a ceci :

v=DMARC1 ;(p=quarantaine); adkim=s ; aspf=s ; « Before (JUne 2023)
Qu'est-ce que cela signifie ?

Ces politiques ne sont pas enregistrées sous forme de phrases lisibles par

»  v=DMARC1 indique que cet enregistrement ] . o ] ,
homme, mais plutét sous forme de commandes lisibles par la machine afin

DMARC et doit étre interprété comme tel _ , , , . _
: que les services de messagerie puissent les interpréter automatiquement.
messagerie.

Cette politique DMARC ressemblerait en fait a ceci :

After (June 2024) » v=DMARC1;(p=guarantine;)adkim=s; aspf=s;



Joyriding with parked domains

Phishing e-mails spoofing someone else’s parked domainse Yes, it happens!
« Their SPF: v=spfl -all
« But no DMARC record...

Owners of parked domains don’t always conftrol the zone file contents.

» Do you have parked domainse
Be sure to publish both a “null SPF” and a DMARC p=reject policy
(if you can)



Thanks!
Marc van der Wal

E-mail: marc.vanderwal@afnic.fr
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