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et SULTABILITY FOR DINSSESS

§ Tievious study by DESEC:

» https://pg-dnssec.dedyn.io/

» My Master's Thesis (final draft done, yay!)

s NS

Round 2 Addritional DSS — bunch of new algorithms

» https://csrc.nist.oov/Projects/post-quantum-cryptography/round-4-submissions

E = Some interesting new research (not mine)


https://pq-dnssec.dedyn.io/
https://csrc.nist.gov/Projects/post-quantum-cryptography/round-4-submissions

pOL FOR DINGBER

« HAWK — lattice-based

+ SQISIgn — 1Isogeny-basec

« MAYO — multivariete-based

* Antrag — Espitau, [homas, Thi Thu Quyen Nguyen, Chao Sun, Mehd
T1bouchi, and Alexandre Wallet."Antrag: Annular N TRU [rapdoor
e tion, 2023, hitps://eprintiacrorg/ 2023/ 1 335.




POC FOR DINGSED
ALGORITHM
577 666

FALCON-512 281
SNSRI  Challenge 96 450 249
HAWK-5 12 84 1024 555
SQlsign 353 65 48

MAYO \ 24 420 |
ANTRAG-5 12 \ 59392 [ 592

RSA 2048 n/a [ 25 105 256
ECDSAP256 n/a S 64 64
ED25519 n/a 37 5 64




L EMEN TATION S PATEES

» FALCON — PQclean implementation; embedded; needed some tweaking

» HAWK — neat little code meant for embedding

- SQIsign — not surtable for external use (yet), mashed the CMake project into

building shared libraries, generic and broadwell implementation @
* MAYO — same story, team focused on NIST, mashed into shared library @

* ANTRAG — not a shared library, definitely work in progress @



AL TESTING METRHODOECHESSS

F o siern /6 Meerkat

g ioie intel(R) Core(IM) Ultra /7 155H

» HI-disabled, Turbo-Boost disabled (so, basically using just 6 cores)

» Using Hypertine for measurements
» Use tmpfs for storing files

» Use the «ref» implementation (not the assembly versions)


https://github.com/sharkdp/hyperfine

IFLEMEN TATION [N BN

g (D )50 Ld2 o5 )  onarel/pgc-main branch; EDINS(O) bufler size bumped to | 452
* BAOE  onareipgc-base branch; custom root server
» FALCON-512 — ondrej/pgc-falcon-5 1 2, embedded PQclean padded variant
» HAWK-256 — ondrej/pgc-hawk-256, embedded sources
» HAWK-512 — ondrej/pgc-hawk-5 | 2 embedded sources; max buffers bumped
» 5QIsign — ondrej/pgc-sqgisign, embedded shared libraries (yeah, | know, awful)
» MAYO - ondrej/pgc-mayo, embedded shared libraries (bleh!); max buffers bumped

» Antrag-51|2 — ondrej/pgc-antrag, modified test surte for embedding and fixed some broken C



LY GENERATIOE
ALGORTHM ~  MEAN o0

FALCON-512 ol OB B
HAWK-256 46.9 ms | 7 e
HAWK-512 Sl o bis) v

SQsign 9/.8 Ms 4.4 18
MAYO 45.1 ms 220
ANTRAG-512 Jl e 2.6 Ms
RSA 2048 435 7 1 JooBine
FECDSAP256 45.1 ms 23
ED25519 45.2 ms 2.3 ms




SIGNING (ROOT, | KSK, | ZSK, RAW)
TALGORTHM  MEAN o SIGNATURESS  RAWSIZE

| FALCON-512 L AR
95.5 ms 49 ms 62001 1727793
261.0 ms 9.6 Ms 4982 | 2582375
B I N 1445334

MIAN(® 036 6 s 48./ ms /46 23014/8

ANTRAGS120 o JEPEGRGEE
RSA 2048 845.7 ms 3.0 ms 3980 746936

FCDSAP256 23 | ms L0 s 447986 21 1U56

ED25519 240.6 ms 6.3 MS 47280 210728

¢ ifivle threaded



DNS MESSAGE SIZES (ROOT, | KSK, | ZSK)

ALGORITHM DNSKEY NXDOMAIN  NODATA
ALCON-S T vk

HAWK-256 380 237 686 684 606
HAWK-5 12 686 2B 298 1296 912
SQlsign 279 366 484 482 505

MAYO 1108 NSBB8 1096 1094 31 |
ANTRAG-512 (VORI = BEp). 370 949

RSA 2048 38/ 364 /00 693 613
ECDSAP256 Sle 2380 316 S D
ED25519 20 216 316 i 47

Doesn't fit into | 232!
Doesn't fit into 452!




LA ION (ROOI, | KSK, | Z5K A

ALGORITHM
FALCON-512
HAWK-256
HAWK-5 |2
SQsign
MAYO
ANTRAG-512
RSA 2048

ECDSAP256
ED25519

MEAN

403.7 ms
232.5 ms
3594 ms

6
3

995 8 s
548.6 ms
250 s

0.0 ms
9.4 ms

1 ms

4 ms
66.0 ms

268 mc
| .4 ms
| 5.7 e

45 mMs

45 mMs

*Warning: Statistical outliers were detected.



RESOLVER TESTHNG

« Real-world resolver data
£ L UStom root server serving sighed root zone

» Using DNS Shotgun — part of the regular BIND 9 testing



https://gitlab.nic.cz/knot/shotgun
https://gitlab.isc.org/isc-projects/bind9-shotgun-ci
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Latency, all-groups, since test time 0 until 300
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Latency, all-groups, since test time 0 until 300
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Latency, all-groups, since test time 0 until 300
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ANTRAG-5 12

» Authors talk to me! Yay! Hooray!

* [he multi-threading Is broken — signing Is much slower when multithreaded,
feels like global-lock on the secret key

* [he signing AP Is slightly confusing, when encoding the signature falls, you need
to retry the signing with a different salt (internally), so it I1s a basically loop over
ehitode sig() result

» [t uses own rng_bytes() for entropy — but it needs manual inrtialization



U TURE WORK

eI U dlfierent levels of DINS hierarchy

® IHlere (dimerent) alsorithms

» Look at the pseudo-random sub-domain patterns
E ol 1e kevinge (smiall [ 11s, ete)

e npiement INSEC 3 agoressive caching (does it help!)

+ Use System lap/D Irace probes to measure the crypto operations

» Use the optimized (AVX2) implementations



THANKYOU



