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The Internet is a Network of Networks… 

(1) Each network (termed Autonomous System or AS) manages its own set of IP prefixes 
(blocks of IP addresses).

(2) Using the Border Gateway Protocol (BGP), an AS advertises routes/paths towards its 
prefixes to its neighboring ASes, which propagate them further. This allows all ASes on 
the Internet to eventually learn how to reach every prefix on the Internet.

(3) BGP was introduced almost 3 decades ago where there were a few ASes and network 
operators knew each other, so, there was no need to built in trust to the BGP.

(4) Due to this inherent limitation (lack of built-in trust), BGP currently suffers from a 
variety of attacks such as Prefix Hijacks and Route Leaks (mitm, dos, impersonation).
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Orange indicates that the URL was not found (4xx).

The (zombie) roadmap to enhancing Internet routing security
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A first-look into the roadmap
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Risk-based Planning for NetOps
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Let’s implement an open-source BGP-based Risk Assessment Toolbox!

Let’s automate this Risk Assessment process…

…and bridge the gap between policy-based recommendations and 
actual network practice!

Our part

this toolbox will drive a series of studies, each 
exploring different aspects of BGP security
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Our implementation so far: on paper



A Measurement-based Approach
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The Toolbox so far!
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➔ To evaluate our approach, we apply our current toolbox to 
real-world datasets from Critical Infrastructure sectors. 

➔ The term Critical Infrastructure sectors (as recognized by 
governments and policymakers) refers to essential systems 
whose disruption would significantly impact public health, 
safety, and economic stability. 

➔ Failures or attacks on underlying systems (such as BGP or 
DNS) could cripple critical online services/domains, disrupt 
communication, and impact essential operations worldwide.
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Input Selection: EU Critical Infrastructure Sectors
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Scope: Internet-facing part    vs Core Infrastructure 

Tax Filing Systems

e-Government Portals
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The Toolbox so far!



The input: basisbeveiliging.nl 

❖ Basisbeveiliging.nl is an initiative by the Internet Cleanup Foundation, which assesses and publicly reports 
on the basic digital security of Dutch organizations across sectors like government, healthcare, and education.
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The input: hardenize.com 

❖ Hardenize.com offers comprehensive assessments and public reports of security configurations, enabling 
organizations across multiple countries (i.e., CH, EE, LT, SE) to monitor and improve their digital infrastructure.
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Time for Results!
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the toolbox… the approach… the data..



★ Critical ASes are resilient in terms of multihoming, since, not a single AS relies 
only on a single upstream provider. Single-homed ASes are SPOF! 19

Multi-homing adoption of Critical ASes

CDF: How much of the data (y-axis) 
is at or below an x-axis point?
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Visibility Critical BGP Prefixes 

★ Constant monitoring is important: Low visibility could indicate that a prefix may become unreachable 
or lead to service degradation.



★ Critical BGP Prefixes have a strong presence in the country of origin and the US.
★ The heavy US concentration suggests that disruptions in US-based networks (or 

political-regulatory shifts) can potentially propagate globally. 21

Jurisdictional Dependencies of Critical BGP Prefixes

Netherlands - Europe Map Netherlands - US Map
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~25% (957/4056) of N
L Critic

al BGP Prefixes geolocate in the US!
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Anomalies in Critical ASes

★ Some Critical ASes suffer from frequent or prolonged network outages, 
highlighting operational instability or lack of redundancy in CI infrastructure.

★ Large ASes (ATT, Cogent, Amazon) experience numerous BGP hijacks, showing 
that even well-resourced networks remain vulnerable to routing attacks.
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Resource Public Key Infrastructure (RPKI)

RPKI = RoA + RoV

Route Origin Authorization (RoA)
A cryptographic statement that declares which 
AS is authorized to announce a specific IP 
prefix.

Route Origin Validation (RoV)
A router-side mechanism that checks BGP 
announcements against RoAs enabling networks to 
filter out unauthorized/invalid routes.
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Resource Public Key Infrastructure (RPKI)

RPKI = RoA + RoV

Route Origin Authorization (RoA)
A cryptographic statement that declares which 
AS is authorized to announce a specific IP 
prefix.

Route Origin Validation (RoV)
A router-side mechanism that checks BGP 
announcements against RoAs enabling networks to 
filter out unauthorized/invalid routes.

★ Even though, EU Critical BGP Prefixes demonstrate a good RoA compliance rate (67% for 
Sweden and more than 80% for the rest of the countries)....

★ …more than 40% of Critical ASes fail to perform RoV, which undermines overall RPKI!
★ NetOps should prioritize RoA signing of Critical Prefixes and RoV enforcement.
★ Policy-makers (e.g., FCC, ENISA, ICANN) should incentivize RPKI compliance:

○ Tax benefits
○ Grants to smaller ISPs
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★ We aim to bridge the gap between policy-based recommendations and actual network 
practice. To that end, we design and implement a BGP-based Risk Assessment Toolbox.

Contact Info: s.kastanakis@utwente.nl    Personal Website: https://kastanakis.github.io/cv/ 

mailto:s.kastanakis@utwente.nl
https://kastanakis.github.io/cv/
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★ We aim to bridge the gap between policy-based recommendations and actual network 
practice. To that end, we design and implement a BGP-based Risk Assessment Toolbox.

★ Using our toolbox, we investigate the network and security postures of Critical BGP 
Prefixes across 5 EU countries. Two important insights derived are:
○ Critical BGP Prefixes exhibit a heavy concentration in the country of origin and the US, which 

suggests that disruptions (or political-regulatory shifts) in US-based networks can potentially 
propagate globally.

○ Critical ASes demonstrate high RoA compliance but low RoV enforcement undermining the 
overall RPKI security.

★ Netops can use such a tool to: i) prioritize RoA of Critical BGP Prefixes, ii) filter low-RoV 
enforcing ASes, or iii) favor certain AS paths based on the intermediate RoV scores.

Contact Info: s.kastanakis@utwente.nl    Personal Website: https://kastanakis.github.io/cv/ 
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AS2Type



The input: why is this suitable for our analysis?

🎯 Sector-Focused
Both platforms mainly assess organizations in critical sectors (e.g., government, healthcare, education, and finance) 
aligning directly with the scope of this study.

🌍 Geographically Relevant
These tools offer region-specific datasets (e.g., Netherlands, Sweden, Estonia, Switzerland), which supports our 
focus on European services and jurisdictionally scoped analysis.

🔎 Security-Oriented and Publicly Available
Their datasets reflect actively monitored, real-world services with known security profiles. This makes them ideal 
for infrastructure measurement through DNS and BGP mapping.
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★ NetOps should prioritize signing of no-RoA Critical BGP Prefixes!
★ Policy-makers (e.g., FCC, ENISA, ICANN) should incentivize RPKI compliance:

○ Tax benefits
○ Grants to smaller ISPs 39

RoA Status of Critical BGP Prefixes



★ Without RoV, invalid routes remain unfiltered and undermine the effectiveness of RPKI.
★ Netops could prioritize AS paths on their routing tables based on the individual RoV scores 

of intermediate ASes in the path!
40

RoV Status of Critical ASes
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★ Collateral Impact suggests that even if an AS doesn’t implement RoV, it can still be 
protected by upstream ASes which filter invalid routes!

Collateral Impact: Measuring Indirect RPKI Protection

AS666

Origin 
AS

AS2

AS3

Example: AS3 doesn’t fall victim of 
AS666, since, AS2 implements RoV Benign Announcement

Malicious Announcement

c2p c2p

advertises 1.1.1.0/20

advertises 1.1.1.0/24
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★ Collateral Impact suggests that even if an AS doesn’t implement RoV, it can still be 
protected by upstream ASes which filter invalid routes!

★ Filtering can only propagate in one direction: A provider can protect its customers 
(c2p), but a customer cannot protect its provider (p2c), nor can peers protect peers (p2p).

★ How we measure it:
○ We target only Critical Prefixes with valid RoAs (since RoV wouldnt make sense)
○ We walk the Critical AS path hop-by-hop
○ For each c2p link we identify, we update the overall path score with the individual 

RoV score of the provider

Collateral Impact: Measuring Indirect RPKI Protection
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★ Many Critical AS paths have 
low RoV scores, with minimum 
values near zero, making them 
vulnerable to hijacks.

★ Average and maximum RoV 
scores vary across countries, 
showing partial but inconsistent 
adoption of RPKI validation.

★ Collateral RoV suggests that 
paths benefit from neighboring 
ASes with stronger RoV 
practices.

Collateral Impact of RoV deployment



CRITICAL DOMAIN

DNS RESOLUTION

CDN HOSTING DIRECT HOSTING

Future Work: Differentiate between CDN vs non-CDN hosted 
domains 
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