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They can run but cannot hide...
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OpenSSH...

When Telnet is not enough...
No, you also can’t use rsh...
Has a tendency of inviting... guests
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Guests bring presents, no?

> # cd ; chattr -ia .ssh; lockr -ia .ssh

> # cd && rm -rf .ssh && mkdir .ssh &&

echo "ssh-rsa AAAAB3......+oRw== mdrfckr">>.ssh/authorized keys &&

chmod -R go= /.ssh && cd
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OpenSSH Authentication Procedure

https://rushter.com/blog/public-ssh-keys/
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Does it work?

Implemented as a Zgrab2 module
Tested on:

OpenSSH v9.4-v2.1.1
Dropbear v0.84-v0.23
BitviseSSH v9-v6
WolfSSH v1.4
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Who you gonna... scan for?

Big thanks to:
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Sooooo.... watcha doin? :-)

Scan procedure:
We use Zmap for scanning the open ports.
We use Zgrab2 to send the payload. (Custom patch to send the
MSG USERAUTH REQ [user, pubkey])
We use a “canary key” (newly generated key) to test the servers before testing
actual keys.
We actually read (and reply to out abuse@)

What we scan:
tcp/22 & tcp/2222
Users: ‘root’, ‘admin’, and ‘udatabase’
52 malicious keys (incl. the XZ ones; No, we didn’t find anything)
IPv4 & IPv6
Still doing it (“The beatings scans will continue until morale security improves.)
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Ca. 21,700 hits in the first scan
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Specialization; So important.
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All around the world... *sing*
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...orgs do stupid stuff...
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Anonymous ‘love letters’...
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...are really fun if you know who wrote them.
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I seem to be getting a 6th sense...
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...or...
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...did we...
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...miss them for v4?
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All good things are mkey-48
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There and Back(door) again...
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... by Hoster Baggins.
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Ring me up...
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Now what?

Subscribe to the Shadowserver feed!
Clean up your networks! (Yes, seriously)
Don’t write angry ‘love letters’;

we know you only do it when
it’s not real attackers.

Some scans are good; You can Opt out...
... but then at least DIY!
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