Evolving MANRS: New Development
Process and Document Review




A collaborative approach:

Mutually Agreed Norms for Routing
Security (MANRS, https://manrs.org/ )

An undisputed minimum security baseline = the norm.

® Defined through MANRS Actions

Demonstrated commitment by the participants

® Measured by the Observatory and published on https://www.manrs.org
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https://manrs.org/

The foundational pieces
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MANRS is maturing

In developing MANRS we as a community have always strived for transparency, inclusion and
consensus: working groups, task forces, community last calls

To expand its impact further we need a formal process of how MANRS documents —
normative (e.g. MANRS Actions) and informational (e.g. MANRS Implementation Guides) -
are developed, adopted and maintained.

® Increase credibility, transparency and inclusiveness

® Aformal documented process for developing and modifying MANRS documents — MANRS
Actions, MANRS Charter, etc.

® Introduce a formal document series

® Provides stable references and version control, making it easier to refer to it in external
documents



How we develop, adopt and maintain
MANRS documents:
The MANRS Development Process




The MDP In a nutshell

Approval and
Publication

Proposal Announcement Development Public Comment

https://manrs.org/manrs-development-process/
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A more detailed view

Submitted
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are met
proposal@manrs.org

Mailinglist: none
www: n/a

Formal improvements
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Mailinglist: participants
www: published in drafts

E—

WG formation

@

|}—— Consensus

)

Discussion

Status: Discussion
Mailinglist: WG
www: published in drafts

Developed

WG Last Call

Status: WG Last Call
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www: published in drafts
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Time to revie
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MANRS Actions — areas for update

NetOps Action 1 — explicitly require ROV?
NetOps Action 4 RPKI — mandatory?

IXP Action 1 —require using auth IRRs?

. . . m Ready
Pick up some requirements from the MANRS+ Control Matrix? St
« BGP session protection m Lagging
* Peerlock m Lagging 0% RPK|
* More elaborate audit requirements Route Origin Validation @

ROV-based Filtering Rate (%) 18.6%

 Spoofed traffic trace-back


https://manrs.org/wp-content/uploads/2025/02/MANRS-Controls-20250204.pdf

The MANRS Ecosystem

GLOBAL
J))) CYBER
ALLIANCE.

MANRS Secretariat
A GCA activity, operations,
development, audit

Steering Committee

MANRS Community

MANRS Participants

Working Groups,
Task Forces, etc.

MANRS Partners

and Sponsors




Stay tuned and participate:
https://www.manrs.org

FOLLOW US:

You /RoutingMANRS
f
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