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How i1t looks like

Terminal £83 Terminal

8:21 V4 E55%

4\

Linux development
environment

(Experimental) Run Linux
terminal on Android

o

©

If you disable, Linux terminal data will be cleared

'}

Install Linux terminal

To launch Linux terminal, you need to download
roughly 565 MB of data over the network.

Would you like to proceed?

q.r

Allow Terminal to send you
notifications?

Allow

Don't allow

Linux localhost 6.1.0-32-armb64 #1 SMP Debian 6.1.1
29-1 (2025-03-06) aarchb64

The programs included with the Debian GNU/Linux sy
stem are free software;

the exact distribution terms for each program are
described in the

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY
to the extent

permitted by applicable law.

Last login: Thu May 1 11:20:31 UTC 2025 on pts/O0

droid@localhost:~$ |

Tab Home

droid@localhost:~$ cat /etc/os-release
PRETTY_NAME="Debian GNU/Linux 12 (bookworm)"
NAME="Debian GNU/Linux"
VERSION_ID="12"

VERSION="12 (bookworm)"
VERSION_CODENAME=bookworm
ID=debian
HOME_URL="https://www.debian.org/"
SUPPORT_URL="https://www.debian.org/support"
BUG_REPORT_URL="https://bugs.debian.org/"
droid@localhost: ~$ I

[] pownload using Wi-Fi only

FEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEENEN '............................................................
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Under the hood

e Underneath Terminal runs the Android Virtualization Framework (AVF)

e "Android Virtualization Framework (AVF) provides secure and private
execution environments”

» "AVF is ideal for security-oriented use cases that require stronger,
even formally verified, isolation assurances over those offered by
Android’s app sandbox”

o (https://source.android.com/docs/core/virtualization)

¢ Now, we can play with raw sockets and such
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Let’'s add some crazyness

e Hmmmm, and can we install the RIPE Atlas probe there?

o Follow https://github.com/RIPE-NCC/ripe-atlas-probe-
doc/blob/master/manuals/Debianl2-binary.en.md

e Use binary-arm64

o 777

e Yes, we can
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It works

'.................................................................................................................................’...............
Terminal & - Probe 1010739
droid@localhost:~3$ ps ax | grep atlas : - . .
350 7 Ss 0:00 /usr/bin/bash /usr/sb . This probe is Connected (since 2025-05-13 15:53:55 UTC)
in/ripe-atlas :
462 ? Ss 0:00 /usr/libexec/ripe-atl X
as/measurement/telnetd -b 127.0.0.1 -p 2023 -P /ru . OVERVIEW NETWORK RESULTS MANAGE
n/ripe-atlas/pids/telnetd-port2023-pid.vol :
464 ? SS 0:00 /usr/libexec/ripe-atl .
as/measurement/perd -c /var/spool/ripe-atlas/crons : . .
/main -A 9801 -P /run/ripe-atlas/pids/perd-main.pi A Probe Information Z Location 4
d.vol g
466 ? Ss 0:00 /usr/libexec/ripe-atl : ID 1010739 +
as/measurement/eperd -c /var/spool/ripe-atlas/cron .
s/7 -A 9807 -P /run/ripe-atlas/pids/perd-7.pid.vol : DESCRIPTION -
-0 /var/spool/ripe-atlas/data/new/7 -i 7 .
467 ? S 0:00 /usr/bin/bash /usr/sb Q ARCHITECTURE Software
in/ripe-atlas 3 O
469 ? S 0:00 /usr/libexec/ripe-atl o FIRMWARE VERSION 5110
as/measurement/eooqd /var/spool/ripe-atlas/crons/o :
neoff -A 9809 -P /run/ripe-atlas/pids/eooqd.pid.vo o SHARED PUBLICLY Yes
1 -1 9 y
518 ? S 0:00 /usr/bin/ssh -i /etc/ . USER TAGS
ripe-atlas/probe_key -o ServerAliveInterval 60 -o y
StrictHostKeyChecking yes -o UserKnownHostsFile /r 0 SYSTEM TAGS (system:AutoGEOchity) (system:IPv4Capable> Csystem:IPv4RF01918> (system:Software)
un/ripe-atlas/status/known_hosts -R 2023:127.0.0.1 .
:2023 -L 8080:127.0.0.1:8080 -p 443 atlas@ctr-dub- b 2121 7 Trafflc
swOl.atlas.prod.ripe.net KEEP . ASN V4 _[__l
LOE piEe0 St 0:00 grep atlas A (RIPE-MEETING-AS -Reseaux IP Europeens Network Coordination Centre (RIPE NCC)) , ,
droid@localhost:~$ [ ! No Traffic Data Available.
k COUNTRY EAl Portugal (PT)
: FIRST CONNECTED 2025-04-1017:32:14 (UTC)
k Current Measurements
A LAST CONNECTED 2025-05-13 16:13:26 (UTC)
. There are currently 470 measurements running on this probe.
: TOTAL UPTIME 0d 6h 3m 2s
: ROUTER TYPE N/A See Measurements I-_I;‘
Q MAC N/A
. BANDWIDTH ALLOWED N/A
. Well-known Targets
A DNS off
. facebook.com (v6) google.com (v6) wikipedia.org (v6)
: Deviation: 0% Deviation: 0% Deviation: 0%
3 Avg: N/A Avg: N/A Avg: N/A
3 Loss: 1% Loss: 1% Loss: 1%
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Do we support it?

Do you support mobile measurements?

"Mobile measurements" can mean two separate topics:

e The ability to run a probe on a mobile device, such as an app (in the Android or Apple
stores). This is not supported for several reasons:

 Doing so would considerably affect the power consumption of the device as it is
always-on and always active (i.e. measurements are constantly happening).

e Permissions available to such apps are unlikely to be sufficient to support expected
probe behaviour.

e The resulting data would be hard to interpret as devices tend to switch between wifi
and mobile connecitons, or even 3G/4G/5G, resulting in latency, |IP and other changes.

e The ability to measure using mobile networks, in other words to host a probe on a wireless
connection:

e This is already possible: several hosts run probes connected via Starlink or some "fixed
wireless" connections.

e |n these cases the probe is a regular client device behind the router; one that requires a
wired connection to the (home) router.

(https://atlas.ripe.net/docs/faqg/technical-details#do-you-support-mobile-measurements)

NO
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However...

StatCounter Global Stats
Desktop vs Mobile vs Tablet Market Share Worldwide from Apr 2024 - Apr 2025
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https://gs.statcounter.com/platform-market-share/desktop-mobile-tablet

DEVICES USED TO ACCESS THE INTERNET

PERCENTAGE OF INTERNET USERS AGED 16+ WHO USE EACH KIND OF DEVICE TO ACCESS THE INTERNET

MOBILE PHONE (ANY)

SMARTPHONE

LAPTOP OR DESKTOP (ANY)

PERSONAL LAPTOP OR DESKTOP

CONNECTED TELEVISION

TABLET DEVICE

WORK LAPTOP OR DESKTOP

SMART HOME DEVICE

11.5%

- 4.5% FEATURE PHONE
- 4.3% VIRTUAL REALITY DEVICE

° SOURCE:

NOTE:

we
COMPARABILITY: Gre.
social

<O> Meltwater

https://datareportal.com/reports/digital-2025-sub-section-device-trends
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How internet users access the internet

Mobile phone (any)
Smartphone

Laptop or desktop (any)
Personal laptop or desktop
Connected television
Tablet device

Work laptop or desktop
Smart home device
Games console

Feature phone

Virtual reality device

0% 20% 40% 100%

Share of Users

https://explodingtopics.com/blog/mobile-internet-traffic

We have moved into the era of Mobility First.

(Some time ago)
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And what does it mean?

» We will have more and more such installations
o https://www.ripe.net/media/documents/116-2023-06-Slides-Rotterdam?2-Louis-Petiniaud.pdf

o However, on the whole, we find ourselves in a lose-lose situation
e We are not using the potential of mobile devices

e We do not take advantage of the opportunity to enrich our data
GPS data are not available in the Google Linux Terminal

e Researchers who need these capabilities will use under-the-table
options, as I have shown

...which, without support and proper tagging, will lead to data pollution
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Time for some dubious fabrications

Perhaps it is time to reconsider our approach?
This is not a statement, but a guestion.
Maybe we don't need to do this.

But the decision requires an understanding of all aspects.
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Well, it is not that simple

o Battery draining

o It is not necessary to run the mobile probe all the time

e Severa

\\

can do a reasonable job

« There are different scheduling models that can be implemented to be chosen

from
Active all the time

o Itis

N€ d
1€ a

D

D

D IS ON

D IS ON

y active w
y active w

nen t

nen t

mobile probes” in one location, active at different times, in total still

ne screen is active (the user is using the phone)

ne phone is charging

ne app is active once an hour

The app is only active when open

not necessary to maintain the permanent connection with controllers
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Well, it is not that simple

e Data interpretation

e The probe would excplicitly tag the interface they use at the
moment (cellular, Wi-Fi, or other)

o Maybe these probes should not be selected for measurements
without a specific and explicit request

e Maybe not all probes were created equal
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Well, it is NOT that simple

e Android restrictions

e No silver bullet @ - but something can be done

e Using bundled apps

« We used to have it in the version 1: "result": "traceroute to 2001:7fd::1 (2001:7fd::1),
32 hops max, 16 byte packets NEWLINE 1 2001:67c:2e8:13::2 1.907 ms 1.909 ms 1.945
ms NEWLINE 2 2001:7f8:1::a502:5152:1 14.162 ms 2.0206 ms 1.872 ms NEWLINE 3
2001:7fd::1 1.876 ms 1.872 ms 1.878 ms NEWLINE"

e Using AVF backend combined with non-virtualized frontend

e Using third-party solutions based on NDK

- https://github.com/wangjing53406/traceroute-android-executable - UDP traceroute
« https://github.com/mahmudur85/android-traceroute - ICMP traceroute
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Some conclusions

e Going this way has both pros and cons

e The anonymity of such probes/measurements e Data can be enriched with information that is not
should be additionally provided and controlled available anywhere else: GPS, LACs, etc

e The variability of measurements will be much less o It becomes possible to co-operate with other
(especially in the case of ping and traceroute) parties

e We should not expect a steady stream of e Potentially, much larger coverage can be obtained

measurements from a single sample

e We will need to think about new, mobile-specific principles of
probe operation, measurement and interpretation of results

o It all costs money
e Both to develop and then to store more data

e Maybe a crowdsourced approach could help
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Questions,
feedback
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THANK YOU
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