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139.162.230.184

inetnum:        139.162.0.0 - 
   139.162.255.255

netname:        EU-LINODE-20141229
descr:          139.162.0.0/16
org:            ORG-LL72-RIPE
country:        US
admin-c:        DUMY-RIPE
abuse-c:        LAS85-RIPE
tech-c:         DUMY-RIPE
status:         LEGACY
remarks:        Please send abuse 

reports to abuse@linode.com
mnt-by:         linode-mnt
created:        2004-02-02T16:20:09Z
last-modified:  2022-12-12T21:26:29Z
source:         RIPE



organisation:   ORG-LL72-RIPE
org-name:       Linode, LLC
country:        US
org-type:       LIR
address:        Dummy address for 

ORG-LL72-RIPE
e-mail:         unread@ripe.net
abuse-c:        LAS85-RIPE
mnt-ref:        RIPE-NCC-HM-MNT
mnt-ref:        linode-mnt
mnt-by:         RIPE-NCC-HM-MNT
mnt-by:         linode-mnt
created:        2009-11-02T13:42:45Z
last-modified:  2020-12-16T13:00:31Z
source:         RIPE

WHOIS…?
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ORG-LL72-RIPE



organisation:   ORG-LL72-RIPE
org-name:       Linode, LLC
country:        US
org-type:       LIR
address:        Dummy address for 

ORG-LL72-RIPE
e-mail:         unread@ripe.net
abuse-c:        LAS85-RIPE
mnt-ref:        RIPE-NCC-HM-MNT
mnt-ref:        linode-mnt
mnt-by:         RIPE-NCC-HM-MNT
mnt-by:         linode-mnt
created:        2009-11-02T13:42:45Z
last-modified:  2020-12-16T13:00:31Z
source:         RIPE

WHOIS…?
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ORG-LL72-RIPE AH, SO IT MUST BE LINODE, LLC



  1     2 ms     1 ms     1 ms  192.168.1.1

  2     *        *        *     Request timed out.

 10     *        *        *     Request timed out.

 11    26 ms    24 ms    31 ms  ae6.....akamai.com [23.197.64.72]

 12    30 ms    29 ms    23 ms  ae1.....akamai.com [23.197.64.69]

 13    51 ms    22 ms    22 ms  ae23.....akamai.com [23.210.48.109]

 14    24 ms    21 ms    25 ms  10.207.32.2

 15    37 ms    25 ms    21 ms  10.207.35.19

 16    24 ms    27 ms    18 ms  10.207.6.131

 17    28 ms    22 ms    29 ms  ns2.krystal.uk [139.162.230.184]
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BUT THE USE ISN’T LINODE…?
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BUT THE USE ISN’T LINODE…?

…AND SOMEONE ELSE OWNS LINODE!



WHOIS / RDAP
Who is the owning organisation?

Solving the WHO

8

139.162.230.184

BGP Updates
Which ASN is advertising?using?

owns?

DNS Lookup
Where points to/from?



● RIPEstat DNS Chain
○ Forward Nodes

■ ns2.krystal.uk → 139.162.230.184
○ Reverse Nodes

■ 139.162.230.184 → ns2.krystal.uk
○ Authoritative Nameservers

● RDAP Lookup: krystal.uk
○ Name: krystal.uk
○ Entities:

■ Registrar: 'Krystal Hosting Ltd', (+ email)
Kemp House, 152-160 City Rd, London EC1V 2NX

■ Abuse: 'Abuse contact' (+ email)
■ Registrant: ‘’

Solving the WHO
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Info Bank

139.162.230.184
ns2.krystal.uk
krystal.uk

Registrar
‘Krystal Hosting Ltd’
(+ address, email)

{'rdapConformance': ['rdap_level_0'], 'objectClassName': 'domain', 'links': [{'value': 'https://rdap.nominet.uk/uk/domain/krystal.uk', 'rel': 'self', 'href': 
'https://rdap.nominet.uk/uk/domain/krystal.uk', 'type': 'application/rdap+json'}], 'notices': [{'title': 'Terms of Service', 'description': ['The Registry Operator, 
offers this Registration Data Access Protocol (RDAP) service and provides access to the records in the RDAP database for information purposes only, to assist you in 

obtaining information about the registration records of existing domain names. The stored information in the RDAP database is provided as is. We do not guarantee its 
accuracy or completeness, and cannot be held liable if the stored information in the RDAP database is wrong, incomplete, or inaccurate in any way. By querying the RDAP 

database in any way, you agree that you will not use this data: (i) to allow, enable or otherwise support the transmission of unsolicited, commercial advertising or 
other solicitations in any form or by any means; (ii) to enable high volume, automated, electronic processes that query or send data to the Registry Operator or any 

registrar or registrant; (iii) for target advertising; (iv) to cause nuisance to registrants by sending (by any means) messages to or contacting them; (v) to violate 
any law, rule, regulation or statute; and/or (vi) in violation of applicable data and privacy protection acts. You are explicitly prohibited from extracting, copying 

and/or using or re-using in any form and by any means (electronically or not) all or part (quantitatively or qualitatively) of the contents of the RDAP database without 
prior and explicit permission from the Registry Operator. Any copying or transmission of data for commercial purposes violates this prohibition. You agree that we can 

take measures to limit the use of the RDAP service to protect the privacy of registrants or the integrity of the database. We reserve the right to make changes to this 
website, the RDAP service, and these Terms and Conditions at any time without prior notice to you. You should review these Terms and Conditions each time you access or 

use the RDAP database and the RDAP service to learn of any changes. If you do not agree to the changes we have made, your only remedy is to stop your use of the RDAP 
database and the RDAP service. By executing a query, in any means whatsoever, you agree to these Terms of Service.'], 'links': [{'value': 'https://nominet.uk/rdap-tos', 
'rel': 'related', 'href': 'https://nominet.uk/rdap-tos', 'type': 'text/html'}]}, {'title': 'Status Codes', 'description': ['For more information on domain status codes, 
please visit https://icann.org/epp'], 'links': [{'value': 'https://icann.org/epp', 'rel': 'related', 'href': 'https://icann.org/epp', 'type': 'text/html'}]}, {'title': 

'RDDS Inaccuracy Complaint Form', 'description': ['URL of the Nominet WHOIS data complaint process: 
https://www.nominet.uk/complaints/#complaining-about-incorrect-whois-data'], 'links': [{'value': 

'https://www.nominet.uk/complaints/#complaining-about-incorrect-whois-data', 'rel': 'related', 'href': 
'https://www.nominet.uk/complaints/#complaining-about-incorrect-whois-data', 'type': 'text/html'}]}], 'events': [{'eventAction': 'registration', 'eventActor': 

'KRYSTAL', 'eventDate': '2014-06-10T10:37:47Z'}, {'eventAction': 'last changed', 'eventDate': '2021-06-17T00:15:08Z'}, {'eventAction': 'expiration', 'eventDate': 
'2031-06-10T10:37:47Z'}, {'eventAction': 'last update of RDAP database', 'eventDate': '2025-03-22T14:21:36.784Z'}], 'status': ['active'], 'handle': 'D_55517665-UK', 

'ldhName': 'krystal.uk', 'unicodeName': 'krystal.uk', 'secureDNS': {'delegationSigned': False, 'maxSigLife': 3024000}, 'entities': [{'objectClassName': 'entity', 
'links': [{'value': 'https://rdap.nominet.uk/uk/entity/KRYSTAL', 'rel': 'self', 'href': 'https://rdap.nominet.uk/uk/entity/KRYSTAL', 'type': 'application/rdap+json'}], 

'handle': 'KRYSTAL', 'vcardArray': ['vcard', [['version', {}, 'text', '4.0'], ['fn', {}, 'text', 'Krystal Hosting Ltd'], ['adr', {}, 'text', ['', '', 'Kemp House, 152 - 
160 City Rd, London EC1V 2NX', '', '', '', '']], ['tel', {'type': 'voice'}, 'uri', 'tel:+44208-050-1337'], ['email', {}, 'text', 'EMAIL REMOVED'], ['url', {}, 'uri', 
'https://krystal.uk']]], 'roles': ['registrar'], 'publicIds': [{'type': 'Registry Identifier', 'identifier': 'KRYSTAL'}], 'entities': [{'objectClassName': 'entity', 

'vcardArray': ['vcard', [['version', {}, 'text', '4.0'], ['fn', {}, 'text', 'Abuse contact'], ['tel', {'type': 'voice'}, 'uri', 'tel:+44-208-050-1337'], ['email', {}, 
'text', 'EMAIL REMOVED']]], 'roles': ['abuse']}]}, {'objectClassName': 'entity', 'remarks': [{'title': 'REDACTED FOR PRIVACY', 'type': 'object redacted due to 
authorization', 'description': ['Some of the data in this object has been removed']}, {'title': 'EMAIL REDACTED FOR PRIVACY', 'type': 'object redacted due to 

authorization', 'description': ['This data is not generally available, if you have legitimate reason to request access please review Nominets data release process.']}, 
{'title': 'Data Quality', 'description': ['Name validated.', 'Address validated.', 'Nominet responsible for validation.']}], 'events': [{'eventAction': 'registration', 

'eventDate': '2011-09-28T06:26:29Z'}, {'eventAction': 'last changed', 'eventDate': '2021-09-12T00:15:38Z'}], 'status': ['validated'], 'vcardArray': ['vcard', 
[['version', {}, 'text', '4.0'], ['fn', {}, 'text', '']]], 'roles': ['registrant']}], 'publicIds': [{'type': 'Registry Identifier', 'identifier': 'D_55517665-UK'}], 

'nameservers': [{'objectClassName': 'nameserver', 'links': [{'value': 'https://rdap.nominet.uk/uk/nameserver/ns1.krystal.uk.', 'rel': 'self', 'href': 
'https://rdap.nominet.uk/uk/nameserver/ns1.krystal.uk.', 'type': 'application/rdap+json'}], 'events': [{'eventAction': 'registration', 'eventActor': 'LIVEDOMAINS', 

'eventDate': '2012-05-14T11:26:51Z'}, {'eventAction': 'last changed', 'eventActor': 'KRYSTAL', 'eventDate': '2020-02-11T14:17:19Z'}], 'status': ['active', 
'associated'], 'handle': 'H_338445-UK', 'ldhName': 'ns1.krystal.uk.', 'unicodeName': 'ns1.krystal.uk.', 'ipAddresses': {'v4': ['77.72.0.11']}}, {'objectClassName': 

'nameserver', 'links': [{'value': 'https://rdap.nominet.uk/uk/nameserver/ns2.krystal.uk.', 'rel': 'self', 'href': 
'https://rdap.nominet.uk/uk/nameserver/ns2.krystal.uk.', 'type': 'application/rdap+json'}], 'events': [{'eventAction': 'registration', 'eventActor': 'KRYSTAL', 

'eventDate': '2016-07-06T07:52:43Z'}, {'eventAction': 'last changed', 'eventActor': 'KRYSTAL', 'eventDate': '2020-02-11T14:17:35Z'}], 'status': ['active', 
'associated'], 'handle': 'H_894883-UK', 'ldhName': 'ns2.krystal.uk.', 'unicodeName': 'ns2.krystal.uk.', 'ipAddresses': {'v4': ['139.162.230.184']}}]}

7KB response returns little 
actual information

* two email addresses present, but removed for privacy



● RDAP Lookup: 139.162.230.184
○ Name: EU-LINODE-20141229
○ Entities:

■ Registrant: LINODE-MNT, ORG-LL27-RIPE, LINODE-MNT
● Name: ‘linode-mnt’
● Name: 'Linode, LLC' (+ tel)
● Name: ‘linode-mnt’

■ Administrative: TA2589-RIPE
● Name: (Person) (+ tel)

■ Technical: TA2589-RIPE
● Name: (Person) (+ tel)

■ Abuse: LAS85-RIPE
● Name: ‘Linode Abuse Support’ (+ email)

Solving the WHO
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Info Bank

139.162.230.184
Registrant
‘linode-mnt’ (x2)
‘Linode, LLC’ (+ tel)
Admin, Tech
(Person) (+ tel)
Abuse
‘Linode Abuse Support’
(+ email)

ns2.krystal.uk
krystal.uk

Registrar
‘Krystal Hosting Ltd’
(+ address, email)

Inconsistent format and 
duplicated information



WHOIS / RDAP
Who is the owning organisation?

Solving the WHOactually
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139.162.230.184

BGP Updates
Which ASN is advertising?using?

owns?

DNS Lookup
Where points to/from?

PeeringDB
What is the PDB record?

WHOIS / RDAP
Who owns the advertising ASN?

WHOIS / RDAP
Are their other ASNs with the 

same orgId or address?

Do these 
details match?



Matching names

1. Are the names an exact match, without punctuation?
(Aiming for >80%)

LINODE, LLC LINODE LLC - network administrator

2. Does a subset of the name match?
(Aiming for >80)

LINODE, LLC LINODE LLC - network administrator

a. What is the distance from the partial match to full match?
(Aiming for >50)

23 (full match ratio 47%) → Not a match

12



Solving the WHOactually

● Can we match any of these details?
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Info Bank

139.162.230.184
Registrant
‘linode-mnt’ (x2)
‘Linode, LLC’ (+ tel)
Admin, Tech
(Person) (+ tel)
Abuse
‘Linode Abuse Support’
(+ email)

ns2.krystal.uk
krystal.uk

Registrar
‘Krystal Hosting Ltd’
(+ address, email)

AS63949
AKAMAI-LINODE-AP
Admin, Tech
'LINODE LLC - network 
administrator'
(+ tel, email)
Registrant
‘Akamai Technologies, Inc.
(+ tel, email)
Abuse
‘IRT-LINODE-AP’ (+ email)

AS63949

139.162.230.184

krystal.uk

‘Akamai Technologies, Inc.’

‘LINODE, LLC’

'LINODE LLC - network administrator'
‘Krystal Hosting Ltd’

‘linode-mnt’

‘IRT-LINODE-AP’

‘Linode Abuse Support’

SAME EMAIL

SAME TEL

SAME TEL

MATCH NAME

MATCH NAME



WHOIS  / RDAP
Who is the owning organisation?
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139.162.230.184

BGP Updates
Which ASN is advertising?using?

owns?

DNS Lookup
Where points to/from?

PeeringDB
What is the PDB record?

WHOIS / RDAP
Who owns the advertising ASN?

WHOIS / RDAP
Are their other ASNs with the 

same orgId or address?

Do these 
details match?

Organisation matching
Are any orgs the same?

ASN ‘type’ inferencing
Are any owned ASNs 

T1/non-eyeball?

Solving the WHOactuallyIS



Solving the WHOactuallyIS

What we think we know about: 139.162.230.184

● Owned by:
○ ‘Linode, LLC’, ‘linode-mnt’ (from RDAP)

Same as ‘Akamai Technologies, Inc.’ (from matching)

● Operated by:
○ ‘Linode, LLC’, ‘linode-mnt’ (from RDAP)
○ ‘Krystal Hosting Ltd’ (from DNS, RDAP)

(who are not the same)
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Info Bank

139.162.230.184
Registrant
‘linode-mnt’ (x2)
‘Linode, LLC’ (+ tel)
Admin, Tech
(Person) (+ tel)
Abuse
‘Linode Abuse Support’
(+ email)

ns2.krystal.uk
krystal.uk

Registrar
‘Krystal Hosting Ltd’
(+ address, email)

AS63949
AKAMAI-LINODE-AP
Admin, Tech
'LINODE LLC - network 
administrator'
(+ tel, email)
Registrant
‘Akamai Technologies, Inc.
(+ tel, email)
Abuse
‘IRT-LINODE-AP’ (+ email)
PeeringDB Name
‘Linode AS63949’
‘Linode’
PeeringDB Org
‘Akamai Technologies, Inc’
(+ address)



WHOIS / RDAP
Who is the owning organisation?
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139.162.230.184

BGP Updates
Which ASN is advertising?using?

owns?

DNS Lookup
Where points to/from?

PeeringDB
What is the PDB record?

WHOIS / RDAP
Who owns the advertising ASN?

WHOIS / RDAP
Are their other ASNs with the 

same orgId or address?

Do these 
details match?

Organisation matching
Are any orgs the same?

ASN ‘type’ inferencing
Are any owned ASNs 

T1/non-eyeball?

Solving the WHOactuallyIS+

Legal entities
Can we find a company at this 

address?

Parent organisation inferencing
Which is likely to be the primary 

network name?



Solving the WHOactuallyIS+

What we think we know about: 139.162.230.184

● PeeringDB makes Akamai
the parent - and Akamai
is the AS registrant

● Krystal only owns the
domain in use,
Linode operate
the network
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‘Akamai Technologies, Inc’

‘Linode, LLC’

‘Krystal Hosting Ltd’

CHILD OF

CUSTOMER OF

Info Bank

139.162.230.184
Registrant
‘linode-mnt’ (x2)
‘Linode, LLC’ (+ tel)
Admin, Tech
(Person) (+ tel)
Abuse
‘Linode Abuse Support’
(+ email)

ns2.krystal.uk
krystal.uk

Registrar
‘Krystal Hosting Ltd’
(+ address, email)

AS63949
AKAMAI-LINODE-AP
Admin, Tech
'LINODE LLC - network 
administrator'
(+ tel, email)
Registrant
‘Akamai Technologies, Inc.
(+ tel, email)
Abuse
‘IRT-LINODE-AP’ (+ email)
PeeringDB Name
‘Linode AS63949’
‘Linode’
PeeringDB Org
‘Akamai Technologies, Inc’
(+ address)



Validation

We prepare a validation set of 200 Internet resources

● Top 100 domain names from Cloudflare’s 1.1.1.1 DNS resolver list

● 50 IP addresses from RIPE Atlas traceroute destinations
(This is likely to be biased towards network resources - helping protect end-user privacy)

● 50 highest-ranked ASNs from APNIC Eyeballs data

There is potentially a bias towards larger companies with more connected resources - but 
many of them have taken active steps to obscure or withhold information.
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Validation: Results

● WHOactuallyIS? returned the correct 
parent owner name for 93.1% of 
resources (primary name or ‘aka’)

● In 83.0% of cases, it returned the 
correct name as the primary result

● In 95.8% of cases where 
WHOactuallyIS? returned a result 
matching the manual lookup (or a 
subset of it).
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Summary

● WHOIS information, whilst 
technically accurate, isn’t the 
whole truth.

● Tracking ownership across 
registries is really hard.

● Improvements can be found in 
traditional ‘NLP’ techniques.

● Try for yourself:
       LevettJ/who-actually-is
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http://github.com/LevettJ/who-actually-is


Questions & 
Contact
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SYSTRON Lab
systronlab.github.io

Joshua Levett
joshua.levett@york.ac.uk

GitHub
      LevettJ/who-actually-is

http://github.com/LevettJ/who-actually-is

