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Why would you start a new ISP ?



A little history

XS4ALL was founded in 1993, as an offshoot 
of hacker organisation Hack-Tic, it was one of 
the first consumer ISP’s in the Netherlands



A little history

XS4ALL was sold to KPN Telecom in 1998, but 
remained an independent subsidiary with its own 
network, infrastructure, systems and staff.


The company grew to become one of the larger ISPs 
in the Netherlands, and was known for their technical 
expertise, as well as a strong emhpasis on privacy, 
security and net neutrality.


In january 2019 KPN announced that they were 
planning to remove the XS4ALL brand from their 
portfolio, and integrate all customers into the KPN 
infrastructure.



“KPN will discontinue the XS4ALL, Telfort and Yes Telecom brands. These 
brands will eventually continue under the name KPN. It’s not yet clear how many 
jobs will be lost due to this merge”

How it all started



How it all started

Customers were really not happy 
with this decision, because they 
feared that a lot of the technical 
benefits of their subscription 
would disappear. A petition was 
launched titled “XS4ALL moet 
blijven” (XS4ALL must remain)


The petition was signed 55.000 
times within 4 weeks.


An action committee was set up 
to try and convince KPN to drop 
their plan, or even to sell XS4ALL












How it all started

Meanwhile the XS4ALL works council started a court case 
against the board of KPN at the business chambers of the 
court, to argue that dissolving XS4ALL would have a negative 
financial impact, and would drive customers away. 


They also argued that there was no immediate need for this 
merge, as XS4ALL was profitable, and had a reasonable 
market position.




How it all started

However, after long case, the court 
eventually ruled in favour of KPN in 
december 2019, and the process 
to integrate XS4ALL in to KPN was 
started.



Crowdfunding

When plan A fails, you need a plan B!


Plan B was to start a new ISP, built 
on the same core values, and with 
safe guards in place to ensure that 
this scenario can never be repeated.


The action committee started a loan 
based crowdfunding in november 
2019, with a minimum goal of 
€1,250.000 and a maximum goal of 
€2,500.000


The maximum goal was reached 
within 4 days, by 3112 investors



a fresh start

On 11-11 2019, at 11:11, a new 
dutch ISP was launched: 


Freedom Internet


Security and privacy by design


Digital freedom, free of surveillance 


Transparency


Modern Internet standards


A safe and open internet


Excellent technical support



Steward ownership

Freedom employs a steward ownership 
model.


This means that control remains with a 
separate non-profit foundation which is 
dedicated to its mission, preventing 
external investors from influencing 
decisions solely for financial gain. 


This structure safeguards Freedom’s long-
term commitment to providing privacy-
focused internet services, as outlined in 
Freedom’s corporate charter



Steward ownership

This control is held by “Stichting 
Appeltaart” (Apple Pie Foundation).


Stichting Appeltaart holds a part of the 
shares of Freedom Internet, as well as one 
preferential share. This means that the 
foundation has the power to veto any 
changes or actions that are not in 
correspondence with the corporate 
charter.



Steward ownership
When Freedom generates profit, a part of 
this will flow into the foundation, which 
will act as a fund from which initiatives for 
innovative and/or social solutions relating 
to the internet can be financed.


In addition to the foundation, there is 
another safeguard in place, the domain 
name freedom.nl has been loaned from 
Bits of Freedom, the dutch Digital Rights 
Organisation. If we fail to uphold our 
goals, BoF can reclaim this domain name, 
rendering Freedom Internet useless 
without it’s primary domain name.

http://freedom.nl


Startup

In march 2020, the first Freedom Internet 
FTTH connection was delivered, followed  
by several test batches to test our own 
freshly built order management system



Startup

In march 2020, the first Freedom Internet 
FTTH connection was delivered, followed  
by several test batches to test our own 
freshly built order management system



Startup

In march 2020, the first Freedom Internet 
FTTH connection was delivered, followed  
by several test batches to test our own 
freshly built order management system



Startup

In march 2020, the first Freedom Internet 
FTTH connection was delivered, followed  
by several test batches to test our own 
freshly built order management system



Startup

In march 2020, the first Freedom Internet 
FTTH connection was delivered, followed  
by several test batches to test our own 
freshly built order management system



Certificates

Starting up an ISP is expensive, really 
expensive.


More financial resources were needed to 
invest in equipment and infrastructure as 
Freedom went from strart-up to growth,


This time customers and supporters 
were offered the option to buy their share 
in Freedom.


Shares (certificates) were offered at €250


There were 2 certificate sale rounds.



Certificates

The first round was in june 2021, 
with a minimum of €2,000.000 and 
a maximum of €4,000.000 (16,000 
certificates)


The maximum number of 
certificates was sold within 2 
weeks, to 1816 certificate holders



Certificates

The second round was in 
december 2022, with a minimum of 
€750.000 and a maximum of 
€1,500.000 (6,000 certificates)


The maximum number of 
certificates was sold within a few 
weeks weeks, to 1016 certificate 
holders



Core values

The core values of Freedom Internet are privacy, 
security, and transparency.


So how is this implemented? 


Do not record customer personal data unless 
absolutely necessary.


Do not share customer personal data with partners 
unless absolutely necessary.


Only work with partners that can guarantee the same 
strict privacy protection.



Core values

Don’t use 3rd party cookies or tracking links/pixels on 
website or in emails, only fully anonymised functional 
and analytical cookies are used.


Do not use public cloud storage or applications


In internal communication, never share personal 
details, only links to internal systems 


Implement the latest ciphers for SSL and TLS


Keep logs and other records only for as long as strictly 
necessary


Use open source software where possible (99%)





Internet resources

When Freedom started off in late 2019, RIPE had just 
ran out of IPv4, so we were only able to get a /24 from 
the the recovered pool.


IPv6? Of course!


Early surveys among potential customers showed 
there was a strong demand for full dual stack with 
native IPv4.


Leasing of address space is the only option, and these 
costs are calculated into our subscription rates.



Technical challenges 

Easy: 

Set up a redundant network, 2 datacenter locations, 
deploy servers, switches and routers, connect to IXP’s 
and IP transit providers.


Hard: 

FTTH infrastructure and logistics that come with 
unbundled access



PoP

Layer 1: Fiber (local loop)

Property of the company that deploys the physical fiber 
and the PoP, this includes passive fiber termination 
equipment. Can be AON or PON



PoP

Layer 2: Operator

Layer 1: Fiber (local loop)

The operator lights up the fiber, and provides active 
termination equipment in home and PoP. Bundles 
subscriber connections for delivery to an ISP through a 
transport network 



Layer 1: Fiber (local loop)

PoP

Layer 2: Operator

Layer 3: ISP



Technical challenges 

Freedom deals with 6 operators, each with their own 
pricing, availability check, order management, incident 
management and interconnection technology


Between them there are roughly 20 local loop 
providers, more than 10 types of FTU


In most cases every operator / local loop combination 
has its own set of equipment. 
AON: 8 types of NTU 
PON: 10 types of ONT



Partnerships

From the start Freedom has collaborated with partner 
companies to provide essential services to its customers.


Soverin 
Dutch e-mail provider that provides secure e-mail services, 
and works with the same privacy and security principles as 
we do


Voys 
Dutch VoIP provider that has supported the launch of of 
Freedom, and participated in the crowdfunding




Partnerships

CANAL+ 
Together we have developed a way to supply their television 
product on our network, without jeopardising the privacy of 
our customers


TriNed 
Dutch colleague ISP and operator, that we share certain 
parts of our infrastructure with, and that supplies us with 
other services like financial administration, helpdesk and HR


AVM 
Our CPE vendor that supplies modem/routers to connect to 
our ever changing range of fiber termination hardware



where are we now

Six years on, Freedom internet is still growing at a 
steady rate, and has been awarded “Best alll in one 
Internet Service Provider” in the Netherlands by the 
dutch consumer board 10 times, for 2 years in a row.


MANRS participant


Of all dutch ISP’s Freedom has the largest footprint 
(number of addresses available).


With a team of 16, we are working on further 
improving our existing services, developing new 
services that our customers are asking for, and 
continue to support initiatives that improve internet 
safety and transparency



?
timoh@freedomnet.nl


AS206238

mailto:timoh@freedomnet.nl

