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ping -c 1 <destination IP address>



ping -c 1 <destination IP address>

Datei Bearb

@®

Destination Protocol Length Info

10.000000000 2001:4dd0:a000..22300:20:b004:2c11:2210:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
2 0.000000135 2001:4dd0:aB00.. 2a00:20:b@04:2c11:2a10:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
30.004207259 2001:4dd0:aB00.. 23a00:20:b004:2c11:2a10:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
40.004207386 2001:4dd0:a000... 2a00:20:b004:2c11:2310:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
50.007819047 2001:4dd0:a0@e.. 2a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
60.010723704 2001:4dd0:a000.. 2300:20:b004:2c11:2210:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
70.012922813 2001:4dd0:a000.. 2300:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
80.012922957 2001:4dd0:a000.. 2300:20:b004:2c11:2a10:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
90.017221473 2001:4dd0:a000.. 2300:20:b004:2c11:2a10:782Ff:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
100.017221651 2001:4dd0:aB00.. 2a00:20:b0@04:2c11:2a10:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
110.023861166 2001:4dd0:aB00.. 2a00:20:b@04:2c11:2a10:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
12 0.023861222 2001:4dd0:aB00.. 23a00:20:b004:2c11:2a10:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
130.023861237 2001:4dd0:a000.. 2300:20:b004:2c11:2210:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
14 0.0923861269 2001:4dd0:a000.. 2300:20:b004:2c11:2210:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
150.027820090 2001:4dd0:a000.. 2300:20:b004:2c11:2210:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
160.027820136 2001:4dd0:a000.. 2300:20:b004:2c11:2a10:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
170.032142221 2001:4dd0:a000.. 2300:20:b004:2c11:2a10:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
18 0.033449496 2001:4dd0:a000.. 2200:20:b004:2c11:2a10:782Ff:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
19 0.040326659 2001:4dd0:aB00.. 23a00:20:b@04:2c11:2a10:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
200.040326921 2001:4dd0:aB00.. 2300:20:b0@04:2c11:2a10:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
210.0943376058 2001:4dd0:a000.. 2300:20:b004:2c11:2210:782F:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
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Source

Destination

ICM..

Length  Info

10.000000000 2001:4dd0:a000.. 2200:20:b004:2c11:2a310:782f:51e.. 166 Time Exceeded (hop limit exceeded in tran
2 0.000000135 2001:4dd0:aB00.. 2a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
30.004207259 2001:4dd0:aB00.. 2a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
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7 A single ICMP Echo triggers an
8 . an
. >250k replies from the same router. &
11 an
12 an
13 an
14 an
15 an
16 viverorviou v TTUUU T AUUTE £aUU T EUT UUUT T EC LT O LU T UL T T JXCE SO LUU T IS CACCCUTU (Up Txmrc eacccucu xrcrall
170.032142221 2001:4dd0:a000.. 2300:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
18 0.033449496 2001:4dd0:a000.. 2200:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
19 0.040326659 2001:4dd0:a000.. 23a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
200.040326921 2001:4dd0:a@00.. 2a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
210.943376058 2001:4dd0:a000.. 2a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
DIY0 AA2DITETITA IR = AAAR » ~AARA VAR IAhARAA+DIA~TT +DATATQIL+E1A TrmMm 188 Timnan Evrnndad fThan Timi+ Aavecandad dn +nan




Source

Destination

ICM..

Length  Info

10.000000000 2001:4dd0:al00.. 2a00:20:b004:2c11:2a10:782f:51e... 166 Time Exceeded (hop limit exceeded in tran
2 0.000000135 2001:4dd0:aB00.. 2a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
30.004207259 2001:4dd0:aB00.. 2a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
4!2 NARAAIYRTI20E MDA « AAAR - ~DNAA VBRI e hAOA DV~ 11 e DA 1R .TOIL.C1 TrmMm AEE Timan Curnndad flhan 1imit avenn And Sn -I—-.an
5 an
) ° ° an
7 A single ICMP Echo triggers an
8 an
: 250k replies from th ter* -
> > repilies ifrom € Same router. e
11 an
12 an
13 % , . . an
14 Don't worry, we know how to increase this even further (. an
15 an
16 viverorviou v TTUUU T AUUTE £aUU T EUT UUUT T EC LT O LU T UL T T JXCE SO LUU T IS CACCCUTU (Up Txmrc eacccucu xrcrall
170.032142221 2001:4dd0:a000.. 2300:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
18 0.033449496 2001:4dd0:a000.. 2200:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
19 0.040326659 2001:4dd0:a000.. 23a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
200.040326921 2001:4dd0:a@00.. 2a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
210.943376058 2001:4dd0:a000.. 2a00:20:b004:2c11:2a10:782f:51e.. ICM.. 166 Time Exceeded (hop limit exceeded in tran
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Why?

Routing TTL Exceeded

Loops + Amplification

[Misconfiguration] [Software Bug]



What is a routing loop?




What is a routing loop?

R1 2001:db8::/32 ]

::/0 T
R2 2001:db8:bobO: : /48 ¥

2001:db8:d0d0o::/48 ¢




What is a routing loop?

R1 2001:db8::/32 ]

(e.g. Provider)

R2
(e.g. Customer)/ \

::/0 T
2001:db8:bobO: : /48 ¥
2001:db8:d0d0o::/48 ¢




What is a routing loop?

2001:db8::/32 +
(e.g. Prowder)

(e.g. Customer)/@

T

2001 db8:bobo: : /48
2001:db8:d0d0::/48 +

Send to
2001:db8:cafe::1

10



Common deployment? Yes!

easily occur when
providers assign PA

2001:db8: : /32 |
Those deployments e provider)

address space to '
customers. Q 2001 db8:bobO: : /48 ¥

(e.g. Customer) 2001:db8:d0do: :/48 +

.. and there is one / ‘

more problem.
Send to

2001:db8:cafe:
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A loop ultimately leads to an ICMP TTL Exceeded

@ 2001:db8::/32 +
ICMP TTL Exceeded O
send to the source of the
original trigger. @ '
R2 2001 db8:bobo: :/48 v
2001:db8:d0do: : /48 +

Send to
2001:db8:cafe:

Iz

v
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A loop ultimately leads to an ICMP TTL Exceeded
In our case, not a single message but >250k. Why?

@ 2001:db8::/32 ]

|

AR

A router bug leads to
duplication of an ICMP Echo.

T

2001 db8:bobo: : /48 ¥
2001:db8:d0d0::/48 +

Send to
2001:db8:cafe:
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A loop ultimately leads to an ICMP TTL Exceeded
In our case, not a single message but >250k. Why?
Each duplicated ICMP Echo is

@ 2001:db8::/32 +
duplicated again. Exponential ‘

increase of ICMP Echos between ‘

routers. @

A router bug leads to
duplication of an ICMP Echo.

T

2001 db8:bobo: : /48
2001:db8:d0d0::/48 +

Send to
2001:db8:cafe:
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A loop ultimately leads to an ICMP TTL Exceeded
In our case, not a single message but >250k. Why?

@ 2001:db8::/32 ]

Each duplicated ICMP Echo is
duplicated again. Exponential

increase of ICMP Echos between
routers. @

A router bug leads to
duplication of an ICMP Echo.

T

2001 db8:bobo: : /48
2001:db8:d0d0::/48 +

Send to
2001:db8:cafe:
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A loop ultimately leads to an ICMP TTL Exceeded
In our case, not a single message but >250k. Why?

@ 2001:db8: : /32 \

Each duplicated ICMP Echo is
duplicated again. Exponential

increase of ICMP Echos between
routers. @

TTL Exceeded flood to
original source

A router bug leads to
duplication of an ICMP Echo.

T

2001 db8:bobo: : /48
2001:db8:d0d0::/48 +

Each duplicate triggers an
individual TTL Exceeded.

Amplification at its best!

[Confirmed by Juniper.]
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What is a routing loop? Solution: Null route.

&

2001:db8::/32 ]

/0 T
2001:db8:bObO: : /48 +

@ 2001:db8:d0dO: : /48 |
/ \ 2001:dbh8::/32 ®

Send to
2001:db8:cafe::1

R2

Please, stop
this nonsense!
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How many IPv6 routing loops occur?

November 2024 April 2025

141M

162M (+15%)

/48 subnets /48 subnets




How many /48 allow for TTL Exceeded amplifications?

November 2024 April 2025

7.4M

10M (+35%)

/48 subnets /48 subnets




Conclusion

Loops are bad, amplification is worse.

IPv6 deployments make routing loops more
likely than in IPv4 since PA address space is more
likely partially used.

Some IPv6 router implementations duplicate
looping ICMPV6 Echo requests.

We can expect an increasing threat potential
with ongoing IPv6 deployment.
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Call for action

If you operate an IPv6 network and use a
default route, install null routes, too!
Providers should talk to their customers.

If you do IPv6 scanning, exclude networks
that lead to routing loops! We can provide
data.

Do not use unnecessarily high IP TTL values
when scanning. A value of 64 should be
sufficient in most cases.

21



Backup




A loop ultimately leads to an ICMP TTL Exceeded
In our case not a single message but >250Kk.

a:

The higher your IP TTL value, l l l
the higher the amplification.

R2

2001:db8::/32 ]

::/0 t
_ . 2001:db8:b0bO: : /48 +
We confirmed exponential 2001:db8:d0d0: : /48 +

growth for some routers!

Send to
2001:db8:cafe::1
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